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ﬁ Healthcare Information Systems (HIS)
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HL7 and HIS Integration
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HL7 (Health Level Seven)
Messaging Standard
(Application level)

Standards for the exchange,

management and integration

of data for medical devices

o Messages model real world
events

o e.g., Messages for
registering a patient
(ADT) or requesting a
lab order

HL7 provides a flexible
framework to build
messages



HL7 Standard

]
d ANSTI (American National Standards Institute) , ISO (partial)

[ Organization: www.hl7.org —
essage

d HL7 Versions: v2.5.x, currently v3

d Exchange data mechanism for
health systems

[ HL7-Message Structure
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DG1/001119]1550 | MAL NEO LIVER, PRIMARY|19880501103005F] |
PR1|2234|M11|111~CODELS] | CONMON PROCEDURES | 198809081123

ROL | 45-RECORDER-ROLE MASTER LIST|AD|ROL|KATE~SMITH-ELLEN| 199505011201
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-8 Diagnoszis (D31
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ﬁ HL7 Message Elements

_

o  Groups, Segments, Fields, Components, and Sub-Components
o Groups and Segments can contain additional elements
o Fields and Components can contain additional elements or are primitive

elements

o Sub-components are primitive elements (i.e. data values)

HL7
Message
|
courn [ oo

Component

Sub-
Component

i

Many Message Events model real world

events, such as:

a

Admit/Discharge/Transfer (ADT)
o ADT A04 (Register Patient)

o ADT A08 (Update Patient Data)
o etc

Lab Orders (ORM)

o ORM 001 (Order Message)

Lab Results (ORR)

o ORROO02 (Order Response)

etc.
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ﬁ Testing of HL7 Applications

7
[ Testing related to interoperability aspects

d HL7 interface unit testing - testing that HL7 messages sent
and/or received from a medical application conform to the
HL7 interface specification

d HL7 interface integration testing - testing of business
scenarios to ensure that information is able to flow correctly
between medical applications

[ HL7 system testing - end-to-end scenario testing focused on
ensuring all relevant components of all relevant medical
applications are able to interoperate correctly

Q Further testing needs
[ system level test design for the overall system reliability

d automated test generation from message and system
intferactions

A risk-oriented test strategies and test selection

[ test coverage metrics for a quantifiable reliability analysis
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TTCN-3 - The Testing and Test Control Notation

_

O Official web page: www.ttcn-3.0rg
O Standard: www.ttcn-3.org/StandardSuite.htm

O Tool: TTworkbench: www.testingtech.com/
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163 > HL7 24 [t el ssppmed. 080 sk TesthGMed]
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Test System

Test Management (Tl\\/[)

1Emodule NessageType

20 import all from SegmentType;
21 import all from SubessageType:
22 import all from GroupType Sequents:

24 /#2.14.1 MK - general acknovledguent #/
25 type record ACK Nessage Type

%

2 HSH Seqwent Type NSH Seqent,

28 SFT_Group_Type SFT_Group optional,
29 15h_Sequent_Type N3A_Sequent,

30 ERR_Group_Type ERR_Group optional
EIY

32

33 /%3.3.1 ADT/ACK - Admit/Visit Notification (Event A01)%/
34 type record ADT_AD1 Nessage Type

FSI

36 HSH_Sequent_Type NSH Sequent,

37 SFT Group_Type SFT Group optional,

38 EVH Seqent Type EVH Seqent,

39 PDI_Sequent_Type PD1 Sequent optional,
0 ROL_Group_Type ROL Growp 1 optional,
41 NK1_Growp_Type NK1 Growp optional,
1 PVL_Sequent_Type PVL_Sequent,

4 PV2_Sequent_Type PVZ_Seqment optional,
I ROL Group Type ROL Group 2 optional,
45 DBL Group Type DBL Group optional,
46 OBX Group_Type OBX Group optional,
7 AL1_Group_Type AL1 Group optional,
1 DGL_Group_Type DGL_Group optional,
19 DRG_Seguent_Type DRG_Seqwent optional,
50 ADT_A01_Procedure_Group_Type ADT_AO1 Procedure Group optional,
51 GTL Group Type GTL Group optional,
52 ADT_A01 Insurance Group Type ADT AO1 Insurance Group optional,
5 ACC_Segment_Type ACC_Segwent. optional,
54 UB1_Seguent_Type UBL_Seqwent optional,
55 UB2_Sequent_Type UBZ_Seqrent optional,
56 PDA_Sequent_Type PDA_Segwent optional
5

58

59

60}

61

A PLGEVO Y-V Platform Adapter (PA)]

System under Test (SUT)

O Abstract test specification (ATS)

O data templates allow unlimited
3‘rr'uc‘rurmg and reusability of test
ata

O matching mechanism to compare an
oracle to response data

O communication paradigms: message
and procedure oriented ports

O parallel test components
[ Concrete test implementation

O Adapter and CoDec (Coder/Decoder
of data types)
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ﬁ TestNGMed Project

_

Q Partners JSepp.med SEPP-I e
OTU Berlin W
JApplied Biosignals ﬁm

Q Target

Otest methods adapted to Next Generation Medical Systems
Hextend TTCN-3 tools and methods to support the needs in the medical applications

Ohigh level of automation in specifying and executing next generation medical systems tests

TestNGMed Tests

Security Test Patterns Research

Reliability Test Patterns

Interoperability Test Patterns
Application of existing
methods from the
telecommunication area

Generic Test Platform
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ﬁ TTCN-3 Testbed Architecture
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ﬁ Testing HL7 Based Systems using TTCN-3
_

U use .getmore tool to generate testcases
U generate HL7 messages (intermediate tool)
U generate TTCN-3 templates

J MLLP Protocol, etc.
Q,,Vertical Bars” (VB) / XML Encoding
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Mapping of HL7 Types to TTCN-3

___/

HL7 Entities

Mapping in TTCN-3

Functional Group

e.g. ADT, Order Entry, Finance, etc.

many record types whose name start with the name of the HL7 functional
group, e.g.
- type record ADT_AO01 Message Type {...

- type record ADT_A02 Message Type {...

Message Type

e.g. ADT distinguishes among more than
thirty separate message definitions based
on "trigger events” such as AO1, A02, etc.

record types containing fields of other TTCN-3 types corresponding to HL7
segments as the order of fields matters. e.g.

- type record ADT_A01_Message_Type {...

Segment Type

-can be required or optional, can be
nested, and can repeat.

e.g. MSH (Message Header)

record types having as fields other simple, e.g., charstring, or structured
types, i.e., record, e.g.

- type record MSH_Segment_Type { ...

Field Type

e.g.

ST (String Data)

VID (Version Identifier)

charstring based types, e.g.
- type charstring ST length (0..199);
record types - contain fields of either basic types or of record types, e.g.
- type record VID {
Version _ID_Table Version_ID optional,
Country Code_Table Internationalization_Code optional,
CE International Version ID optional

|5
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Cardinality Mapping

_

Segments order matters

ype record ADT_A02_Message Type {

MSH_Segment_Type

MSH_Segment,

SFT_Group_Type
EVN_Segment_Type

SFT_Group optional,
EVN_Segment,
PID_Segment,

PID_Segment—Fype
N - =

Segment I;_, M S H L= 4
Required [ { SFT } ]

EVI

FlD
Segment > FPD1 JL—
Optional [ { ROL 1} ]

F

[ BEVZ ]
gl’(z_upl [ { ROL }
ptiona { DB1 1}

I>-[E  0BX } \
FDA ]

ADT_A02 Message Structure in HL7

type record length (1..infinity) of ROL_Segment_Type ROL_Group_Type;

PD1 Segment_Tpr

PD1 Segme@ optlonal

ROL_Group_Type
PV1 Segment_Type
PV2_Segment_Type
ROL Group-—Tvype

ROL_Group_1 op onal,
PV1 Segment,
PV2_Segment optional,

ROL Group 2-ewHgnal,

:;5 DB1 Group_Typ(D

DB1_G rou;{optionab

OBX_Group_Type
PDA_Segment_Type

};

OBX_Group optional,

PDA_Segment optional

4

ADT_AO02 Message Structure in TTCN-3
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Example Mapping: TTCN-3 Message

_

type record ADT_A01_Message_Type

{
SH Segment Type MISH_Segment,
SFT—G G

otp—Fyp roup optional,
EVN Segment _Type EVN_Segment,
PD1_Segment_Type PD1_Segment optional,
ROL_Group_Type ROL_Group_1 optional,
NK1_ Group_Type NK1_ Group optional,
PV1 _Segment_Type PV1_ Segment,
PV2_Segment_Type PV2_Segment optional,
ROL_Group_Type ROL_Group_2 optional,
DB1_ Group_Type DB1_Group optional,
OBX_Group_Type OBX_Group optional,
AL1 Group_Type AL1_Group optional,
DG1_Group_Type DG1_Group optional,
DRG_Segment_Type DRG_Segment optional

GT1_Group_Type GT1_Group optional,

ACC_Segment_Type ACC_Segment optional,

PDA_Segment_Type PDA_Segment optional

ADT_AO1_Procedure_Group_Type ADT_AO01]
ADT_AO01_Insurance_Group_Type ADT_AO01 |

UB1 Segment_Type UB1_Segment optional,
UB2_Segment_Type UB2_Segment optional,

type record MSH_Segment_Type

{

MSH_Segment_ID_Type MSH_Segment_ID,

ST1 Field_Separator,

ST4 Encoding_Characters,
HD Sending_Application o
HD Sending_Facility optio
HD Receiving_Application
HD Receiving_Facility opti

/*¥2.A.1.74 ST - string data -- LEN 40*/
type charstring ST40 length (0..40);

imeOfMessage,
@ ecurity optional,
ViSG Message_Type,

ST20 Message_Control_ID
PT Processing_ID,
VID Version_ID,

NM Sequence_Number of
ST180 Continuation_Point
Acc_App_Acknowledgems

CE Pr|nC|paI Language_ Of

Character_Set_Handling_{ ..

El_Group_Type Message_|

|3

/*Table 0399: Country code*/

type ID Country_Code_Table(

"ALA", //AALAND ISLANDS AX 248
"AFG", //AFGHANISTAN AF 004
"ALB", //ALBANIA AL 008

"DZA", //ALGERIA DZ 012

"ASM", //AMERICAN SAMOA AS 016
"AND", //ANDORRA AD 020
"AGO", //ANGOLA AO 024

"AIA", //ANGUILLA Al 660

);
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Mapping Guidelines - Naming Conventions

_

1. Message Types

2. Segment Types

3. Group Types

4. Tables

p
p
p

/

<HL7Message(Profile)Name>, Message Type”
e.g.

type record PCD_01_Message_Type { ... };

/

<HL7SegmentName>, Segment_Type"

e.g.
type record MSH_Segment_Type

/

<Table|Segment| DataType Name >, Group_Type"

e.g.
type record length (1l..infinity) of
SEFT_Segment_Type SET_Group_Type;

/

<HL7TableName>, Table”

e.g.
type ID Country_Code_Table(,ALA", ,AEG”..);
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An Example - Description

_

DOC DOF DOR
IHE PCD (Patient Care e
Device) Profile & A —— — — — PCD_01
<—PCD 01 S
- —eK— — — — —

subscribes to the filter’s service and receives data
from filter according to subscription ( e.g. : blood
laboratory is the consumer)

Q Components
O emulate the Roles

type component DOF_System_Component_Type

type component DOC_Component_Type

O Ports

filters data for each consumer, as
consumers request ( e.g. :

the blood laboratory wants only blood
pressure value)

receives data from medical devices
(e.g. : blood pressure,
pulmonary capacity)

O Templates

template PCD_01_Message_Type
PCD_01_Send_DORActor2DOFActor_Template

O emulate the interaction points between actors
O Design rule: different protocols (e.g. MLLP,

DICOM) different port types
type port HL7_Port_Type p_data;
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Test Design and Multi- Adapter Realization

_

TTCN-3 Test Design

@ 72 TCh  SUTT  SUTm

—
—
TC1 Q2 TCn
pt.data, SUT . deta SUT pi_dato SUT Other Protocol
Adapter
pt_data TCI pidata T2 pt_data_Tin

st System Interface (

Address Ada pter “
Construct
C
ports
e
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UTTCN-3 Design to Suport Multi-Adapth
Odefine different TTCN-3 Port Types
corresponding to different protocols used in
the communication with the SUT within the
whole test configuration
OMLLP_Port_Type
UIDICOM_Port_Type
QOtherProtocol_Port_Type
Ufor each PTC create one port instance of
port type corresponding to the protocol used
in the communication between the actor
simulated by the PTC and SUT
UPTC < --- > SUT: MLLP, DICOM
protocols
UMLLP_Port_Type,
DICOM_Port_Type
QPTC:
Opt_data_SUT_MLLP
Upt_data_SUT_DICOM
aTst:
Upt_data_PTC1_MLLP
Upt_data_PTC1_DICOM
Ucorresponding mapping
Oconfigure the .clf (and Port Plug-in
configuration)
O for each TTCN-3 Port Type

associate the corresponding
AdapterClass /




EEI Test Data Ve

TTCN-3 Execution with TTworkbench

| Dump View i32). El Cunsule}

vlzlﬁ'

M5H|~~\&|TestIns CFFFFFFFFFF EUI-64]| | |20090514182300]
PID|||1200293~~~TestNGMed~LR| | Klhler*Horst
OBR|1|AB12345~PBVENT1~DDDD01123456ABCD~EUI-64 | AB12545~5UT1~DDDD01123456ABCD EUI-64]126.5.3.1~2000~MDC] | | 2¢

RU~RO1~ORU RO1JDS3A|D~T|2.5]|1| |[NE|AL||]]]If=

OBX|1|HM| 151']"2({‘HDC_‘JEHT_CDHC_RJWRY_DE"‘HDC| 1.1.1.1]75|262628"HMDC_DIM PERCENT"MDC|35.0-100.0[L[]|F

7\

PCD 01

e8
i i - £ Test Data View £2 . = Dump View| B Cogible m
TTCM-3 Graphical Logging &2 TTCN-3 Textual gglng} \ W W
ected TTCN-3 Template Data
Name Value Name Value
Start : 2009-05-14 18:47:41.058 < :FDP;ITQ"QE‘“QE{WE L] :FDA—A“;H-“QE‘“QE{YPE
. . a | Segmen | Segmen
ERdEZ00S U B ER EEL1S < Field_Separator | < Field_Separator |
MTC SYSTEM Test: & Encoding_Characters ] < Encoding_Characters R\
Eﬁainl\-‘lod... Eﬁainl\-‘lod... 4 W Sending_Application ¥ Sending Application
& Namespace ID TestNGMed & Namespace D TestNGMed
18:47:41.177 timer0{200.0) < Universal 1D CCCCCCFRFFFFFFFF & Universal 1D CCCCCCFRFFFFFFFF
i < UniversalID_Type EUL-64 < Universal ID_Type EUL-64
A7, recenve ety AU
158:47:44.093 pt_data pt_data B Sending_Facility omit o Sending_Facility omit
18:47:44,562 match D_01_Message_Type B Receiving_Application omit B Receiving Application omit
B Receiving Facility omit o Receiving Facility omit
158:47:44.577 %{tlmemE.BSS] 4 o DateTimeOfMessage o DateTimeOfMessage
o £ Time & Time 2009051184739
LE= T < Degree_of Precision < Degree_of Precision omit
13:47:44.613 & Security < Security omit
4 M Message Type B Message Type
& Message_Code ORU  Message Code ORU
& Trigger_Event ROL o Trigger_Event ROL
99 99
& Message_Structure ORU_RD1 = of Message Structure ORU_RD1
TTCN-3 Graphical Loffging [ @ TTCN-3 Textual Logging 5 &A@ & Message_Control 1D ? & Message_Control 1D 0534
4 W Processing ID B Processing ID
type filter text & Processing_ID D o Processing 1D D
< Processing_Mode T & Processing_Mode T
Time Message 4 W Version D o Version ID
18:47:41.058 Starting test case 'MainModule.testcaseRECEIVE' < Version ID 23 o Version ID 23
1847:41.073 Creating test compenent 'MTC' o Internationalization_Code omit ¥ Internationalization_Code omit
18:47:41.094 Creating test component 'SYSTEM' - i L”::LZE:Z::L;?"'M'ID fm‘t p : T:::;z:t:f’mn'm :m‘t
18:47:41.097 Started test component #MTC with behavior 'MainModule testcaseRECEIVE' & C;v‘wtmuat’\on Pointer ;vrmt & C;\t\nuat]on Pointer -
1847:41104 Test C_ESE testca;eRECE[VF started ; & Accept_Acknowledgment_Type NE < Accept_Acknowledgment_Type NE
1847:41113 Creating test component TestSystem_Comp_Type 5100 & Application_Acknowledgment Type AL & Application_Acknowledgment Type AL
18:47:41.168 Mapped ports #TestSystern_Comp_Type_5100.pt_data <-> #5YSTEM.pt_data & Country_Code omit < Country_Code omit
18:47:41 171 Started test component #T estSystem_Comp_Type_5100 with behavior 'MainModule testcaseRECEIVE_Behavior' | o Character Set omit 4 Charactes Set o
18:47:41.177 Timer TestSystem_Comp_Type_5100.timer0 (200.0) started W Principal_Language_Of Message omit o Principal_Language_Of Message omit
18:47:44,003 E d at #TestSystem_Comp_Type_5100.pt_data < Alternate_Character_Set_Handling Scb omit < Alterate Character Set Handling Scheme omit
18:47:44.562 Message received at #TestSystem_Comp_Type_5100.pt_data MATCHES 4 &' Message Profile Identifier & Message Profile Identifier
18:47:44.577 Timer TestSystem_Comp_Type_5100.timerd (3.399) stopped an ¥ [0
18:47:44.592 Test component #TestSystem_Comp Type 5100 terminated with verdict 'none’ < Entity Identifier THE PCD ORU-RO1 2006 L < Entity Identifier THE PCD ORU-RO1 2006
18:47:44 611 Set verdict 'pass' for compenent 'MTC' i Nemespace ID ot i Mamespace 1) t]
18:47:44 611 Test component #MTC terminated with verdict ‘pass’ Universal_ID 216.840.1.1138838.n.m Universal 1D 216.840.1.1138838.n.m

& Universal ID_Type
r_ 4" PATIFNT RFSUNT Groun

HL7
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ﬁ Summary and Outlook
1/

J Summary

L TTCN-3 testbed architecture targeting a higher degreee
of automation

d mapping from HL7 types to TTCN-3 types
 test derivation and design principles
dmulti-Adapter realization

 mechanism for generating TTCN-3 templates out of
specified types and existing pools of HL7 messages

3 Outlook

duse the framework for various test scenarios of HL7/IHE
systems(support for multiple protocols, e.g. DICOM, MLLP)

didentification of a taxonomy of security threats

d risk-based model definition and test priotization in order
to improve the fault-detection time
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